
27 

 

DEPARTMENT OF COMPUTER SCIENCE & APPLICATIONS 

KURUKSHETRA UNIVERSITY, KURUKSHETRA 

 

Session: 2023-24 

Part A -  Introduction 

Subject COMPUTER SCIENCE 

Semester III 

Name of the Course   Advance IT Skills 

Course Code B23-SEC-301 

 Course Type:  
(CC/MCC/MDC/CC-
M/DSEC/VOC/DSE/PC/AEC/ 
VAC) 

SEC 

Level of the course (As per An-
nexure-I 

 

Pre-requisite for the course (if 
any) 

 

Course Learning Outcomes(CLO): After completing this course, the learner will be able to: 

1. Use e-Governance applications; and use computer to 

improve existing skills and learn new skills 

2. Using internet for Digital Financial services 

3. understand the concept of Cyber security and issues 

and challenges associated with it 

4. Develop knowledge about Future Skills 

____________________________________________ 

5*. to understand the various concepts in the syllabi 

practically. 

Credits  Theory Practical Total 

2 1 3 

Contact Hours 2 2 4 

Max. Marks:75(50(T)+25(P)) 
Internal Assessment Marks:20(15(T)+5(P)) 
End Term Exam Marks: 55(35(T)+20(P)) 

Time: 3 Hrs.(T), 3Hrs.(P) 

Part B- Contents of the Course 

Instructions for Paper- Setter 

Examiner will set a total of nine questions. Out of which first question will be compulsory. 

Remaining eight questions will be set from four unit selecting two questions from each unit. 

Examination will be of three-hour duration. All questions will carry equal marks. First question 

will comprise of short answer type questions covering entire syllabus. 

Candidate will have to attempt five questions in all, selecting one question from each unit. First 

question will be compulsory. 

Practicum will be evaluated by an external and an internal examiner. Examination will be of 
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three-hour duration. 

Unit Topics Contact 
Hours 

I WWW and E-Governance - Website Address and URL, Introduction 

to IP, Address, ISP and Role of ISP, Internet Protocol, Modes of 

Connecting Internet (HotSpot, Wifi, LAN Cable, BroadBand, USB 

Tethering), Identifying and uses of IP/MAC/IMEI of various devices, 

Downloading Web Pages, Printing Web Pages 

Introduction to Blogs, Basics of E-commerce, Netiquettes, Overview 

of e-Governance Services like Railway Reservation, Passport, 

eHospital [ORS], Accessing e-Governance Services on Mobile 

5 

II  Digital Financial Tools and Applications Digital Financial Tools, 

Understanding OTP [One Time Password]and QR [Quick Response] 

Code, UPI [Unified Payment Interface], AEPS [Aadhaar Enabled 

Payment System], USSD[Unstructured Supplementary Service Data], 

Card [Credit / Debit], eWallet, PoS [Point of Sale], Internet Banking, 

National Electronic Fund Transfer (NEFT), Real Time Gross 

Settlement (RTGS), Immediate Payment Service (IMPS), Online Bill 

Payment 

5 

III Cyber Security: Cyber Security, Defining Cyberspace, Architecture 

of cyberspace, Regulation of cyberspace, Concept of cyber security, 

Issues and challenges of cyber security.  

Classification of cybercrimes, Common cybercrimes- cybercrime 

targeting computers and mobiles, cybercrime against women and 

children, financial frauds, social engineering attacks, malware and 

ransomware attacks, zero day and zero click attacks, Cybercriminals 

modus-operandi , Reporting of cybercrimes, Remedial and mitigation 

measures, Legal perspective of cybercrime, IT Act 2000 and its 

amendments, Cybercrime and offences, Organisations dealing with 

Cybercrime and Cyber security in India. 

7 

IV Overview of Futureskills: Introduction to Internet of Things (IoT), 

Big Data Analytics, Cloud Computing, Virtual Reality, Artificial 

Intelligence, Social & Mobile, Blockchain Technology, 3D Printing/ 

Additive Manufacturing, Robotics Process Automation. 

7 

V* Practicum: 

WWW and E-Governance:  

  Understanding the various devices related to Internet 

  Using e-governance services 

  Writing e-blogs. 

Digital Financial Tool: 

  Using digital financial tools. 

Cyber Security: 

  Checklist for reporting cyber-crime at Cybercrime Police Sta-

tion 

  Checklist for reporting cybercrime online 

  Reporting phishing emails 

25 
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  Demonstration of email phishing attack and preventive 

measures. 

Futuristic Technology: 

  Introducing various futuristic technologies. 

Suggested Evaluation Methods 

Internal Assessment: 
➢ Theory 

 Class Participation: 4 
 Seminar/presentation/assignment/quiz/class test etc.: 4 

 Mid-Term Exam: 7 

➢ Practicum   

 Class Participation: 2 
 Seminar/Demonstration/Viva-voce/Lab records etc.: 3 

 Mid-Term Exam:    NA 

End Term Ex-

amination:  

A three hour 
exam for both 
theory and 
practicum. 

Part C-Learning Resources 

Recommended Books/e-resources/LMS: 
 Cyber Crime Impact in the New Millennium, by R. C Mishra, Auther Press. Edition 

2010.  
 Cyber Security Understanding Cyber Crimes, Computer Forensics and Legal Perspec-

tives by Sumit Belapure and Nina Godbole, Wiley India Pvt. Ltd. (First Edition, 2011)  
 Security in the Digital Age: Social Media Security Threats and Vulnerabilities by Henry 

A. Oliver, Create Space Independent Publishing Platform. (Pearson, 13th November, 
2001)  

 Electronic Commerce by Elias M. Awad, Prentice Hall of India Pvt Ltd. 
 Computer Fundamentals - By Pradeep K. Sinha, Priti Sinha, BPB Publications, 6th Edi-

tion 

 
 

*Applicable for courses having practical component. 

  


